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Abstract: This article reflects the main sources of risks for metallurgical enterprises in Russia, presenting the implementation of an innovative approach to increasing the competitiveness of an industrial
enterprise, which is a typical representative of large enterprises of the metallurgical industry, based
on the development of risk-oriented thinking when loading rolling mills with orders of intersecting
assortment according to a new model. To reduce the emerging risks of a new model of the loading
process of rolling mills of a metallurgical enterprise, it is proposed to take into account the risks in
a complex way, taking into account their interactions with the use of integrated risk management
(IRM). Practical development of the implemented approach was carried out by identifying the risks of
the new improved loading process and their causes at each stage of the process. Risks were identified
by analysis, qualitative and quantitative assessment of the likelihood of risks and the severity of
consequences from their implementation with the establishment of events with a high potential
hazard. Possible causes of hazardous events have been identified. To reduce the likelihood of unfavorable events, measures have been developed to influence significant risks and their effectiveness
has been determined. The development of an innovative approach using risk-based thinking in a
previously unexplored field of the application provides competitive advantages for enterprises of
the metallurgical industry, increases income by reducing the cost of manufacturing products and
production volumes by reducing time costs, achieving an economic efficiency of up to 10 million
rubles per year. The practical significance of the dissemination of development results in similar
industries is obvious and relevant for metallurgy as a whole.
Keywords: loading model improvement; risk management; rolling mill; orders with overlapping
stock; mastering
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Investing in the prevention of risks, defects, or non-conformances, we save on the control
costs, and in particular, on the costs of defects elimination.
—Walter A. Shewhart
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1. Introduction
Russian metallurgical enterprises have long been among the world leaders in their
industries. In recent years, global (including Russian) metallurgy has been subject to the
same constant risks: resource nationalism, implying a tendency to increase taxation and
an increase in the degree of government participation in the industry, a lack of qualified
personnel, a lack of sufficiently developed railroad networks, an increase in the influence of
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public opinion on the activities of metallurgical companies, etc. Among these typical risks
for the present time, international rating companies distinguish such a financial risk as to
the volatility of currency risks, which has a very large impact on the level of costs. In Russia,
oil companies and Gazprom were the first to show attention to risk management. Then, the
risk management system was introduced by other export-oriented companies, including
metallurgical ones. For the latter, the traditionally decisive importance was not financial,
but production risks. Unfortunately, the problem became significant for them only after the
onset of force majeure. Hence, there is a significant lag behind their Western counterparts
and, again, a significant number of mistakes made. Many researchers have written about
insufficient attention in Russia to the problem of risks (Kazakova and Kogdenko 2021).
However, in principle, risks have always been and remain one of the essential issues of any
branch of the metallurgical industry in any country (Razuvaev 2016).
As Schumpeter et al. (2017) reflected in their works, competition and innovation are
the engines of economic progress. Organizations of all types and sizes face internal and
external factors and impacts, which cause uncertainty. The goals of an enterprise may cover
various aspects of its activities: from the strategy to the production of goods (Siferd and
Smeltzer 1998; Tayal et al. 2021), to process (Shojaei and Haeri 2019; Syreyshchikova et al.
2020a) and project development (Verma and Sinha 2020). The influence of uncertainty on
an organization’s goals is a risk, in essence. To achieve confidence in reaching the planned
result, risk management is necessary (Prakash et al. 2017). Using the risk-based thinking
at enterprises with a quality management system (QMS) in action (and when planning
its activity) is one of the direct requirements under the new revision of the ISO 9001:2015
international standard (Enders et al. 2017) and the GOST R ISO 9001-2015 national standard
(GOST R ISO 9001 2015). Risk-based thinking ensures that the confidence in those risks
is revealed, considered, and managed in the course of designing, implementing, and
improving QMS at an enterprise (Veena and Prabhushankar 2019).
That is why risk management is currently one of the most relevant fields of activity of
industrial enterprises. Since competition in the domestic and foreign markets is increasing,
each enterprise, and even more so in the metallurgical industry, needs to reduce the
likelihood of events that can adversely affect the achievement of the set goals, which is
what these studies are devoted to. Until now, we still cannot state that the study of the
process of risk management has been performed in full and is complete. It is generally
believed that it began with an idea by the Swiss mathematician Daniel Bernoulli, who back
in 1738, amended the theory of probability with a method of usefulness or attractiveness
of this or that event outcome and insisted that in the process of making decisions, people
pay more attention to the scale of the consequences of various outcomes, rather than to
their probability (Bernoulli 1954). Late in the 19th century, a polymath from England,
Francis Galton, proposed to consider regression or reversion toward the mean to be a
universal statistical pattern. According to the researcher, regression in its essence is a return
of phenomena to their normal state over time. Subsequently, it was proven that the rule
of regression is true for the most various situations, from gambling and calculating the
probability of accidents to predicting the fluctuations of economic cycles.
In 1952, a doctoral student at the University of Chicago, Harry Markowitz, in his article
“Portfolio Selection”, presented a mathematical explanation of the strategy of investment
portfolio diversification; in particular, he demonstrated how through a well-thought-out
distribution of investments, it would be possible to minimize the deviation of return from
the expected indicators. In 1990, Harry Markowitz was awarded the Nobel Prize for
elaborating the theory and practice of optimizing a security assets portfolio (Markowitz
1952). Today, developments in risk management theory are built upon three basic concepts:
utility, regression, and diversification. The risk management terminology itself was coined
for the first time about 50 years ago, while the practical application of risk management
originated in the field of insurance in the context of insurance coverage purchasing by
beneficiaries (Padanyi 1971; Samson 1987). At present, there exists a significant number of
works on the practical use of risk management in various fields: in construction (Mills 2021),
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transportation (Curtis et al. 2012), energy (Scott and Perry 2012), and food industries (Prata
et al. 2020), in tourism and services (Healy et al. 2020), in the financial sector (Ghasemi
and Ghasemi 2020), education (Syreyshchikova et al. 2020b; Ulven and Wangen 2021),
investment business (Uuskoski et al. 2020), and entrepreneurship (Andreeva 2021), and over
the recent decade, in nanotechnology (Lee et al. 2010), the information sphere (Kondratyeva
et al. 2021), and information safety (Syreyshchikova et al. 2019). Practically no works have
been written on the application of risk management in such an economically important
sector as the metallurgical industry. Currently, risk terminology has been streamlined in
the new ERM standard (FERMA (Federation of European Risk Managers Associations));
and the experience of applying the ERM standard by non-financial companies on changes
in risk management methods is reflected in the works on the complexity of the approach
in ERM (Bertinetti et al. 2013; Anton 2018). Additionally, in (Anton 2013) is given the
experience of analyzing the practice of risk management for Romanian metallurgical
companies. The experience of reducing the risks of equipment manufacturers and their
users at metallurgical enterprises is presented in (Małysa et al. 2016). An interesting
experience in the analysis and identification of the determining factors of the quality of
steel products at the selected Polish enterprise (Czajkowska and Stasiak-Betlejewska 2016).
Methods of risk reduction in work are recommended for use at metallurgical enterprises
(Goncharenko et al. 2016); and the development of risk management in the metallurgical
industry of the Russian Federation is currently moderate against the global background, but
significant in comparison to other industries in Russia. However, there is not enough work
on the practical use of risk management in such an important industry for the economy as
metallurgy. Thus, the relevance of the study on the development of a risk management
system for rolling mills for the conditions of a metallurgical enterprise is justified. That is
why the relevance of this research on developing risk management for rolling mills at an
iron and steel enterprise is well-reasoned.
For the “Kranovye technologii” (Crane Technologies) metallurgical enterprise, the
improvement of its competitiveness is also relevant. Jointly with the Department of Automated Manufacturing Engineering of South Ural State University (SUSU), the enterprise
has performed research and development work (R&D) to improve the efficiency of the
enterprise’s activity through developing risk management procedures for successful mastering of a created new optimal model of loading the enterprise’s production sites. The
model implies rational distribution of the orders with overlapping stock to reduce the
probability of unfavorable events for a previously not-studied field of application at a
metallurgical enterprise.
R&D tasks are as follows: determining the situation on the process of rolling mill
loading with orders with overlapping stock as per the improved model; selecting the risk
management methods; identifying the possible events and their causes (risk identification); identifying the consequences of these events with regard to the loading process;
determining the probability of such events; revealing the factors which may reduce the
unfavorable consequences or decrease the probability of hazardous situations; selecting the
methods of analyzing and assessing the process risks; analyzing and assessing the loading
risks; revealing the most significant risks; developing the measures on minimizing the
revealed risks, and evaluating the efficiency of implementing those concerning the rolling
mill loading with orders with overlapping stock as per the improved model.
The scientific novelty of the work is as follows. To reduce the emerging risks of a new
model of the loading process of rolling mills of a metallurgical enterprise, it is proposed to
take into account the risks comprehensively, taking into account their interrelationships,
not concentrating on one type of risk, but considering all possible risks, i.e., applying
so-called integrated risk management (IRM) or enterprise risk management (ERM; or
enterprise-wide risk management, I’WRM). For a typical ferrous metallurgy enterprise, the
aim was to develop recommendations for minimizing enterprise risks.
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risk reduction, and several other factors. The interconnection between the main stages of
risk management is shown in Figure 2 (Ponomarev 2016).
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3. Experimental Research
To develop the risk management for the process of loading the production sites of
the enterprise using the new model, it has been necessary to fulfill the following stages:
(1) determining the situation, (2) evaluating the risk, including risk identification, risk
analysis and assessment, and (3) risk treatment (Ionova and Syreyshchikova 2019). The
methods for fulfilling each stage of the risk management under development have been
considered (GOST R ISO/IEC 31010 2012), and the methods most suitable for the essence
of the subject of study have been chosen for the use, as well as the methods which in
combination cover all the stages of risk assessment. Following the results of comparing and
contrasting the input and output data, the action execution sequence, and the advantages
and disadvantages of the studied methods of risk identification, the Hazard and Operability
method (HAZOP) has been chosen since its application ensures a systematic and more
complete investigation of the process of rolling mill loading with orders with overlapping
stock (Ionova and Syreyshchikova 2019). The risks of the process of “Developing a Model
of Rolling Mill Loading with Orders with Overlapping Stock” have been identified. The
following has been determined for each risk: cause, risk factors, classification group
(criterion, risk area), and potential consequences (with an indication of the control words
under the chosen method of identification). The elaborated risk register is given in Table 1.
Table 1. Register of the risks for the process of “Developing a Model of Rolling Mill Loading with Orders with Overlapping
Stock”.
Risk

Cause

Risk Factor

Classification
Group

“Not or no”,
“Other”

Overlapping stock not determined or
determined incorrectly

No control

Management
errors

Organizational
factor

Analysis errors

Human factor

Social factor

“Less (lower)”

Overlapping stock determined not fully

Analysis errors

Human factor

Social factor

Model errors

Control Word

Consequence

1 Determining the overlapping stock
Model not created or
created incorrectly

2 Distributing the overlapping stock
“Not or no”

The distribution criterion is insufficient
or redundant

No understanding of
the process

Human factor

Organizational,
social factors

Model errors

“Part”

Collected data are incomplete

Wrong task setting;
Lack of authority

Management
errors

Organizational
factor

The model does
not reflect the
actual situation

“Same as”

Use of different methods, or criteria of
calculations by specialists from different
plants when providing similar data

Each plant has its methods
developed and used

Management
errors

Organizational
factor

Model errors

“Not or no”

Calculation errors during the analysis

Employee carelessness

Human factor

Social factor

Model errors

Model not created

No control from
the supervisor

Management
errors

Organizational
factor

Model not created

“Not or no”

No agreement of the obtained results with
the key persons

Workshop specifics not
taken into account during
the development

Management
errors

Organizational
factor

Model is not used
in work

“Other”

Work results not documented

No control.
Lack of resources

Management
errors

Organizational
factor

Model is no longer used

No control.
The model is not
documented.
Work performers are not
aware of the results of work

Management
errors

Organizational
factor

Model is not used in
work, and its goals are
not being achieved.

“Not or no”
3 Standardization

4 Risks related to the use of the developed model

“Not or no”

The developed model is not used in work

Qualitative assessment of the risks of the process of “Developing a Model of Rolling
Mill Loading with Orders with Overlapping Stock” has been carried out, and the consequences, probability, and level of risk have been determined as per the scale “high”,
“medium”, and “low”, and per the criteria presented in Tables 2 and 3. The results of the
qualitative assessment of the risks and the consequences of the risks for the process are
given in Tables 4 and 5.
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Table 2. Qualitative assessment of event probability.
Probability Estimate

Description

Indicators

High (probable)

Event probability exceeding 25%

The potential probability that there will be several occurrences of
the event over a certain period

Medium (possible)

Event probability less than 25%

There may be several occurrences of the event over a
certain period

Low (remote)

Event probability less than 2%

Event probability is low

Table 3. Qualitative assessment of event consequences.
Estimate of the Severity of Consequences

Description

High

Considerable impact on the strategic development and activity of an organization.
Significant concern on behalf of the interested parties

Medium

Moderate impact on the strategic development and activity of an organization.
Moderate concern on behalf of the interested parties

Low

Low impact on the strategic development and activity of an organization. Low
concern on behalf of the interested parties

Table 4. Qualitative assessment of the risks of the process of “Developing a Model of Rolling Mill Loading with Orders
with Overlapping Stock”.
Risk

Probability, %

Probability Estimate

1 Overlapping stock not determined or determined incorrectly

15

Medium

2 Overlapping stock determined not fully

20

Medium

3 Distribution criteria are insufficient or redundant

20

Medium

4 Collected data are incomplete

30

High

5 Use of different methods, or criteria of calculations by specialists
from different plants when providing similar data

70

High

6 Calculation errors during the analysis

2

Low

7 Model not created

1

Low

8 No agreement of the obtained results with the key persons

30

High

9 Work results not documented

2

Low

10 Created model is not used in work

20

Medium

Table 5. Qualitative assessment of risk consequences.
Risk

Level of Consequences

1 Overlapping stock not determined or determined incorrectly

Medium

2 Overlapping stock determined not fully

Medium

3 Distribution criteria are insufficient or redundant

Medium

4 Collected data are incomplete

Medium

5 Use of different methods, or criteria of calculations by specialists from different
plants when providing similar data
6 Calculation errors during the analysis

High
Medium

7 Model not created

High

8 No agreement of the obtained results with the key persons

High

9 Work results not documented
10 Created model is not used in work

Medium
High
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The analysis of the qualitative assessment of the risks of the process of “Developing
an Optimal Model of Rolling Mill Loading with Orders with Overlapping Stock” has
demonstrated that situations 4, 5, and 8 are hazardous risks as they are characterized with
high probability and high severity of consequences.
To conduct the quantitative assessment of the risks, the method of Hazard Analysis
and Critical Control Points (HACCP) has been chosen. Risk level (R) has been calculated
as per the following formula (ISO 22000:2018 2018):
R = O × S, score,

(1)

where O is the hazardous factor probability, score; S is the severity of the consequences
from the hazardous factor, score. The results of identifying the hazards, which could affect
the achievement of the planned results, as well as the score estimates for risk indicators
O, S, and risk level R when assessing the risks of the process of “Developing a Model of
Rolling Mill Loading with Orders with Overlapping Stock”, are presented in Table 6.
Table 6. Results of assessing the indicators of the risks of the process under study.
Risk

O, Score

S, Score

R, Score

1 Overlapping stock not determined or determined incorrectly

2

4

8

2 Overlapping stock determined not fully

2

2

4

3 Distribution criteria are insufficient or redundant

2

2

4

4 Collected data are incomplete

2

2

4

5 Use of different methods, or criteria of calculations by
specialists from different plants when providing similar data

3

3

9

6 Calculation errors during the analysis

1

3

3

7 Model not created

1

4

4

8 No agreement of the obtained results with the key persons

2

3

6

9 Work results not documented

1

3

3

10 Created model is not used in work

2

4

8

The result of analyzing the risks of the process of “Developing a Model of Rolling Mill
Loading with Orders with Overlapping Stock” is given in Figure 4. Risk analysis as per the
diagram (see Figure 4) has shown that events 2, 3, 4, 6, and 9 are in the region of acceptable
risks, while events 1, 5, 7, 8, and 10 are in the region of unacceptable risks. Thus, it has
been determined that events 1, 5, 7, 8, and 10 will have the most hazardous risks for the
process of “Developing a Model of Rolling Mill Loading with Orders with Overlapping
Stock”. Event No. 7, “Model not created”, is a risk related to not achieving the set goal of
the project in progress, so this means that this is the most unfavorable and undesirable risk.
Events 1–8 are what caused this risk. Event No. 10, “Created model is not used in work”,
is also unfavorable as it means that the time and effort spent on the creation of this model
were wasted. Further analysis of events No. 7 and No. 10 included building a fault tree
and performing a cause-and-effect analysis.
To identify and analyze the factors, which may bring along the unfavorable event No.
7, “Model not created/Created model does not reflect the actual situation”, understudy, as
well as to determine their probability, a fault tree has been built (see Figure 5). The analysis
of the data from the chart in Figure 5 demonstrates that the risk is caused by human and
organizational factors.
To find out the causes of the unfavorable event No. 10, “Created model is not used in
work”, a cause-and-effect analysis has been performed based on the data obtained using
the brainstorming method. The result of applying this method is shown in Figure 6.
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The factors causing behavioral risks include psychological make-up of a certain individual
(related to the person’s temperament); dissatisfaction with work (working conditions),
pay level, as well as the moral and psychological climate in the work team; ineffective
management of the organization and the personnel. Methods that are used to assess
behavioral risks have been recommended: psychological and qualitative methods (GOST
R ISO/IEC 31010 2012).
The qualitative and quantitative analyses have shown the need to manage the risks
under No. 7 and No. 10 (model not created/created model does not reflect the actual
situation, created model is not used in work). For both these events, the human and organizational factors are the cause of risks. To decide on taking actions aimed at reducing the
risk probability, a comparative analysis has been performed of the cost of the risks (actual
losses due to the occurrence of a risk situation and expenses on the compensation for these
losses) and the preventive actions. For the risks that require managing, it was necessary to
develop measures on lowering the level of risk. The measures on risk minimization will
allow one to eliminate the risk or bring its level to the minimum. The planned measures
of risk treatment have been elaborated. The list of these measures is given in Table 7 with
the indicated evaluation of their effectiveness. The costs for the types of activity of the
Life Cycle Assessment (LCA) have been determined, i.e., for the production of rolling
mills (before, during, and after the development of a new model of loading rolling mills)
to determine the rationality and effectiveness of the planned measures to influence risks
(Finnveden et al. 2009; Syreyshchikova et al. 2021a, 2021b). To determine the effectiveness
of the planned minimization measures (Rm), an analytical model has been created:
Rm = M/Y, score

(2)

where M are the costs of the risk minimization measure, RUR; Y is the losses from the
risk, RUR. Risk minimization measures with Rm lower than 1 are effective, and measures
with Rm higher than 1 are not efficient. The analysis of the data in Table 7 allows one to
conclude that the described risk minimization measures fall within the range of 0.15–0.25
scores and are, therefore, considered to be efficient.
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To find out the causes of the unfavorable event No. 10, “Created model is not used
in work”, a cause-and-effect analysis has been performed based on the data obtained
using the brainstorming method. The result of applying this method is shown in Figure 6.
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4. Summary
The integrated risk management (IRM) of the process of loading the production sites
of the enterprise according to the new model was developed: the situation was determined,
the risk assessment was carried out, consisting of the identification of risks, analysis, and
assessment of risks; the impact on the risks has been carried out. For each stage of the
developed risk management, the methods of hazard and operability research “HAZOR”
were selected and applied. Identification of risks was carried out and a register of risks
of the process “Developing an Optimal Model of Rolling Mill Loading with Orders with
Overlapping Stock” was determined. The most dangerous risks with a characteristic high
probability and high severity of consequences were identified by the method of qualitative
assessment. With a quantitative risk assessment and the “Hazard Analysis and Critical
Control Points” method, the level of risks, the probability of hazardous factors, and the
severity of consequences from the realization of hazardous factors were calculated. The
analysis of the risks of the process was carried out according to the diagram. The events in
the zones of acceptable and unacceptable risk were identified. The analysis of the factors
contributing to the occurrence of the investigated undesirable events and the determination
of their probabilities was carried out using the “fault tree” method. The reasons for the
most undesirable events have been clarified. An analytical model for determining the
effectiveness (Rm) of the planned measures to minimize and eliminate the risks of the
process and the Rm criteria have been created. As the calculation data presented in Table 7
demonstrate, the effectiveness against each unfavorable event is estimated at 0.15 scores to
0.40 scores, which means that to ensure confidence in achieving the required result, the
complexity of the planned measures should be fulfilled.
The research results of this work apply to risk management processes when loading
production sites of a metallurgical enterprise and apply to similar production processes in
ferrous metallurgy.
5. Conclusions
In metallurgy in the conditions of market relations, there is an intensification of
competition, while it becomes relevant to assess the production risks at enterprises and to
develop management solutions that allow influencing of the level of risks in metallurgical
production.

•

•

•

At present, all practical risk management measures are based on the concept of
acceptable risk, which consists of striving to reduce risk to a safe level. The idea
of integrated risk management is that risks should be considered comprehensively,
taking into account their interrelationships. At the same time, risk management should
not focus on only one type of risk but must consider all possible risks. In addition, this
approach provides a comprehensive view of risk management and a close relationship
with other areas of management.
Risk management should provide a unified system of effective measures to overcome
the negative consequences of each element of the entire set of risks, i.e., comprehensively manage the entire set, or portfolio, of risks. The study of the risk portfolio as a
whole means that in the study of the risk situation, along with the sources of uncertainty associated with the behavior of individual risks, one more aspect is included:
the degree of the relationship between risks.
The need to consider a large number of risks of a different nature with poorly structured and not always well-understood relationships requires an assessment of all
risks based on a single indicator. This reduction of risks to a common basis is called
risk aggregation. To highlight specific risks, it is necessary to classify them according
to various criteria. The number of possible criteria for classifying risks can be very
large, so the classification criteria themselves can be grouped. The choice of specific
criteria for the classification of risks depends on the goals and characteristics of the
risk management procedure.
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•

•

The scientific novelty of the work consists in increasing the competitiveness of a
metallurgical enterprise based on an integrated risk-oriented approach, taking into
account the emerging risks in a comprehensive manner and their interrelationships
and, as a result, reducing the emerging risks.
The stages of the new approach have been practically implemented: integrated risk
management has been applied, all its stages have been implemented, the risks of the
new improved loading process and their causes at each stage of the process have been
identified. An innovative approach was implemented to improve the competitiveness and economic efficiency of an industrial enterprise in the metallurgical industry
based on the development of risk management in the process of loading rolling mills
with orders of intersecting assortment according to a new model. An innovative
approach was implemented to improve the competitiveness and economic efficiency
of an industrial enterprise in the metallurgical industry based on the development of
risk management in the process of loading rolling mills with orders of intersecting
assortment according to a new model. The stages of the new approach are practically
implemented: the risks of the new improved loading process and their causes have
been identified at each stage of the process. Through the analysis, qualitative and
quantitative assessment of the likelihood of the occurrence of risks and the severity of
the consequences from their implementation, events with a high indicator of potential
hazard are identified, and possible causes of hazardous events are identified. To
reduce the likelihood of unfavorable events, measures have been developed to influence significant risks with the determination of their effectiveness. The application
of an innovative approach using risk-based thinking in a previously unexplored area
can increase the company’s marginal income by reducing the cost of manufacturing products; increase production volumes by reducing time costs while achieving
economic efficiency of up to 10 million rubles per year; and as a result, increase the
competitiveness of the metallurgical industry enterprise.

The practical significance of the dissemination of the development results in similar
industries is obvious and relevant for metallurgy as a whole.
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